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1. Introduction toRightFaxEmbedded

Kyocera Rigf FaxEmbeddedallows users to send faxes through an OpenText® Fax Server (RightFax),
directly from the operation panel of a Kyocera MFP. Using the touch panel of the MFP, users can access
advanced RightFax features such as phone books, billing codes pemes, Secure Docs and Certified
Delivery.

1.1 RightFaxEmbeddedl.0Features

Pull recipient information directly from the RightFax server

All user management is handled by the RightFax Server

Send to individuals, groups, or add a newdastination directory on the MFP panel
Card Authentication

Single sigfon Authentication

No server middlevare

Licensed per MFP

=A =4 =4 4 -8 4 A

1.2 This Guide

This document describes the components, functions, installation requirements, and steps required to
deploy andconfigure RightFax Embedded effectively.
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1.3 RightFax EmbeddedOand RightFax Connector 3.L8ferences

RightFax Connector 3.4.] RightFax Embeddetl.O

Card Authentication \/
Single Sigron \/
Login Fax V
Walk-up Fax \/

Walk-up Fax: MFRAccount

S

Cover Page Selection

Secure Docs Usage

Certified Delivery

PasswordEncryption

Force Billing Code

CISICICIKIC IS ICX X

X|X[X|[X|<

* RightFax EmbeddedO cannot automatically pull the asset ID from the MHtie asset ID
would need to benanually entered as the Walkup Fax aauoname on the RightFax Server to
preserve this functionality.
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1.4 EndUser Operation

TheEmbeddedacts as a broker between Kyocera MFPs and the RightFax server. Documents scanned at
GKS acCt INB aSyid RANBOGfe G2 GKS wA3aKAICIFE &aSNBSND
perform necessary image conversions and handle the fax transmission.

1.5 Supprted Environments

Not all Windows environments are supported and depending on a variety of factors, Rigintbaxded
may not be the ideal choice. Please read the following limitations and considerations carefully before
deciding to implement RightF&mbedded

1.6 Supported MFPs
For a full list of support MFP models, please refer toSbéutions Compatibility Chash KDACentral
.com.

1.7 Supported RightFax Server Versions
1 RightFax Server versias EP4 SR1

1.8 Cluster Server (MSCS)
If RightFax is deployed in a sfer environment, theRightFaxEmbeddedmust be pointed to the virtual
server using its network name.

1.9 Lcensing
RightFaEmbeddedequires the purchase of a software license from an authorized Kyocé€ap/sar
dealership.

You can evaluate theoftware, free of charge, for two@®day trial period. RightFaXEmbeddedwill be
disabledwhen thetwo trial periods expire and you will be required to purchase a license key to be
entered to continue using the application.

1.10 Online Activation

RightFaxEmbedied uses the same activation method as the Card Authentication Kit, Teaching
Assistant, Data Security Kit and the Document Guard Kit. Following the purchase of ackctfisate,

the Product ID Numbes sent in an email message. You will need thesmé as well as theIFP Serial
Numberwhen you access the License Page fKibACentral.

You will be issued a unique Activation Key once you register your option. Print this page and input this
Activation Key number on the panel of yddyPASEnabled MFRPor HyPASCapable MFRo activate it.

Copyright © 209 KYOCERA Document Solutions America, Inc. All rights reserved. 5



Login to the License Key Service on KDACental.c
2 Kl GQa wSljdzA NBRY

91 License Certificate

1 Product ID Number

1 MFP Serial Number

RightFaxEmbedded_icensing Procedure

1. Enter the Product ID from the
License Certificate, Click Next

|License Key Issue System |

Enter Verify Enter Pe-enter Verify lssue
Product ID product Machine No. Machine No. your entry License Key

Language= |English >

Thank you for purchasing our product

Follow the instructions here for issuing the licenss key

Check the Machine No. on your machine and enter the number in the space provided in License Certificate in advance.
The number is shown on the rating plate attached on the machine in 10 alphanumeric characters after "Machine No."
For example: Machine No. ABC12X3367

() Enter Product 1D

Enter "Product ID" indicated on License Certificate and click Next.

‘hmmm‘ [scos -J2zrB -JaFcz -|NzK3

| Next |

2. Your Product will be verified,
Click Next.

|License Key Issue System

Enter Verify Enter RAe-enter Verify Issue
Product 1D product Machine No. Machine No. your entry License Key
J

(I Verify product

Your purchased product is as below.

Product Name Printed Document Guard Kit (&)

Product ID GCOS-22HB-4FC2-NIK3

If it is OK, click Next.

|_ Back | Next |

3. Enter the MFP Serial Number,
Click Next.

|License Key Issue System

Enter Verify Enter Re-enter Verify Issue
Product ID product Machine No. Machine Mo. your entry License Key
J

|| Enter Machine No.

Enter the machine No. that you have written in License Certificate.

‘ Machine No. 2 ‘ SPLBE11406 ‘

Ifit is OK, click Next.

| Back ‘ | Mext |
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4. Reenter the MFP Serial
Number to confirm it, Click

N ext Enter Verify Enter Re-enter Verify lssue
* Product ID product Machine No. Machine No. your entry License Key
|

|License Key Issue System

[l Re-enter Machine No.

Enter the machine No. again to confirm it.

‘ Machine No. : ‘ I ‘

Ifit is OK, click Next

Back | Next |

5. Your Information will be verified, |License Kev Issue Svstem
Click Next. : -

Enter Verify Enter Re-enter Verify Issue
Product ID product Machine No. Machine MNo. your entry License Key
|

|| Verify your entry

Verify your entry =o far.

Product Name Printed Document Guard Kit (A4)
Product ID GCO08-22HB-4FC2-N2K3
SAMPLE
Machine No. SPL811406

Ifit is OK, click Next
The license key will be issued.

|_ Back \ | Next |

6. Your License Key is issued.

|License Key Issue System

Enter Verify Enter Re-enter Verify lssue
Product ID product Machine No. Machine No. your entry License Key
|

I Issue License Key

The license key has issued.

Product Name Printed Document Guard Kit (A)
Product [D GCOS-22HB4FC2-NIKS
SAMPLE
Machine No. SPL8B11406
License Key 3171-6246-4236-9163-3966

Date of Issue : March 23, 2016 1:38:31 AMIST

Write the above license key in the space provided in License Certificate.
Print this screen and keep it in a safe place.

| & Print | Continue to issue other license key.

Now, the issuing process is complated,

7. Print the Page and input the License Key number on the panel oHyRAS enabled MRE®
activate your Device.
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2. Network Architecture
NOTEInformation subject to change without naotification

h HTTP / HTTPS q
OpenText

RightFax Server

2.1 Network Protocols

9 The HTTP or HTTPS Protocabed for communication between the MFP and RightFax
Serve.
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3. HyPAS Application Installation

3.1 HyPAS Applicatiofile

Two 30day fulfeatured trials are Bbowed per MFP. For use beyond the trial period, each MFP
installation must be activated with a unique license key obtained after purchasing the corresponding
item code.

3.1.1 Installation on HyPAGapable MFPs
1. Download the RightFakmbedded”ackage file frolKDACentraDealer Portal and copy it to the
root of a clean USB flash drive.

2. At the MFP control panel, open System Menu/Counter >Favorites/Application.
3. Log in as Administrator when prompted. The default login name is Admin and the default

passwordisAdrgi 6b23GSY 9y GSNI OFLIAGEE ! gKSy SyadSNAy3
password fields are casgensitive).

4. Press Application button. System Menu/Counter
Favorites/Application

Default Screen

Application

5. Press Menu button. System Menu/Counter
Favorites/Application - Application

1/1
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6. Press Add button.

Print Report

7. Insert USB flash drive into the MFP.

8. A list showing thepplication will appear.

9. Select RightFa&mbeddedand presdnstall

10. After installation, press End to return to the Applications screen.

11. Select RightFe&mbeddedand press Menu.

12. Press ActivateThe MFP will prompt for Activation Modé.a license key isvailable, enter the
license key, then sele@fficial Otherwise, press th&rialbutton to activate one of the two 30
day trials. One trial can last for 30 days after which time the trial button will be disabled and the
RightFaEmbeddedservice will nodnger start. A license must be purchased from an authorized
Kyocera or Copystar dealer to restart the RightEasbeddedservice.

13. If the Officialbutton is pressed, EEEINENTT{oTIE 16:04
the MFP will prompt for a license
key. Enter it using the keypad
and press théKbutton. . -

NOTELicense key can only be
generated by authorized Kyocere
or Copystar dealers.

;
! <

After RightFaEmbeddeds activated successfully, it can be executed from the main Application screen
(opened by pressing the Application key on the control panel).

10 Copyright © 209 KYOCERA Document Solutions America, Inc. All rights reserved.



3.1.2 Installation on HyPAEnabled MFPs
1. Download the RightFakmbedded”ackage file frolKDACentraDealer Portal andopy it to the
root of a clean USB flash drive.
2. At the MFP control panel, open System Menu > Applications.
3. Log in as Administrator when prompted. The default login name is Admin and the default
LI 3ag2NR A& ! RYAY 6b23GSY 9Q0OISAN) ®2 K (- 234y 6KRISYS
password fields are casensitive).

4. Press the Add button. _
E] Manage the applications.

Delete

Activate

=
I|: |
2
o

Deactivate

Print Detail
Report

| P Close

G‘ I
i
Y]
=

Insert USB flash drive into the MFP.

A list showing the application will appear.
SelectRightFaxEmbeddedand presdnstall

After installation, pres€loseto return to the Application screen.

9. Select RightFa&mbeddedand ﬁ
Press ACtlvate . The MFP W|” m Enter the license key to use the application officially.

The license key Is not necessary to use it as a trial.

© N o O

prompt for Activation modelf a
license key is available, enter the
license key, then sele@fficial | H H H H ‘
Otherwise, press thé&rialbutton

to activate one of the two 3@ay
trials. One trial can last for 30
days after which time the trial
button will be disabled and the ([ cncd | [ ma | [ omen |
RightFaEmbeddedservice will status 1272220111035
no longer start. A license must be purchased from an authorized Kyocera ot&ameler to
restart the RightFaEmbeddedservice.

10. After RightFaEmbeddeds activated successfully, it can be executed from the home screen.

NOTE: To setUpightFaxembeddeds the default screen of thdFR, open System Menu > Common
Settings > Default Screen and seRightFaxEmbedded

Copyright © 209 KYOCERA Document Solutions America, Inc. All rights reserved. 11



3.2 UpgradingRightFaxEmbeddedHyPAS Application

Whenever the RightFd&&mbeddedHyPAS Application is upgraded, the MFP will need to be restarted for
the application to functia properly. Please make sure to restart the MFP after the RigliEfdpedded
application has been upgraded.

12 Copyright © 209 KYOCERA Document Solutions America, Inc. All rights reserved.



4. MFPConfiguration

RightFax Embedded can be configured from either the MFP panel or from a web interface. The web
interface can be accessed by entgrhttp://<MFPADDRESS>:808f¢mbeddedconfig into a web

browser. Almost all configuration options are the same on the MFP panel and the web interface except
for an option to import/export settings which is only available via web interface. The web interface was
used to illustrate the following stes include all options RightFax Embedded provides.

Enter the web MFP Administrator Login ®
configuration URL from ¥ Enter the Device Admin username and password

above into the web
browser of a network
connected workstation.
Once connecteénter the
MFP Administratd® &
credentials. Password [N

Username [y

Upon successful ™9 Rightfax Embedded Configuration
authentication yOU WI” b Select a category to configure ®

shown three options to
choose from and configure:

1. Server Settings Server Settings
2. Default Scan Settings
3. Import/Export Settings

Default Scan Settings

Import/Export Settings

..‘4
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4.1  Server Settings

1 Address (required):
Either the IPv4 address
or the host name of
the RightFax Fax serve
preceded by the
protocol being used
(http:// or https://).
EachEmbeddedtan
connect toone (1)
RightFax server.

Enable Walkup Login
Check to allow a

®

RightFax Embedded

Configuration

Usermname WALK UP

Password

a2

walkup account to be
dzZaSR® | a2t

t 1 dzLJ¢

button will appear on the logon panel.
1 Username (Walkup)Enter the username used for the walkup account.
1 Password (Walkup)Password associated with the walkup username from the previous step.

4.2
Scan default may be set
that will be universally
applied to all scan jobs to
promote uniformity.
However, scan settings
may be changed on a
temporarily though the Fax
configuration. Once the
user logs off or the panel
resets scan settings will
revertto these defaults.

14

Default Scan Settings

RightFax Embedded

Default Scan Settings

®

ABC
DEF

g8 =R
Original Type: Original Orien
for OCR

> n:
Top Edge Top
Page Size: Mixed Size:
Auto Off

3]/ 3]

Resolution: Duplex:
200x200 dpi 1-sided
m  NEEES

Continuous Scan:
off

1}

ook
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4.3 Import / Export Settings
NOTE: The Import/Export Settings will only appear when configdrdx@ OS NI Q& wAIKGCFE 9 Y
through the web interface. Import/Export Settings will not appear on the MFP panel.

Import/Export Settings (- RightFax Embedded
allow the administrator to mPorExpert Settings ®

save alkettings configured
in an existing RightFax Tmport Settings

Embedded installation and ’é‘l;hf;m I
import them into a new

RightFax Embedded Fport Settines

environment for a quick
and uniform setup.

Export

4.3.1 ExportRightFax Embeddésettings

Under Export Settings, click tiexportbutton and your setting will automatically download to your
ONRPgaSNRAE RSTFlLdA G R2gyf 2 RQhtFazEbeddStingd I CAKLIE TFIAVERS (il Ayt
copied and moved as any other .zip file.

4.3.2 Import RightFax Embedded Settings

Under Import Settings, click théhoosd-ilebutton and navigate to the exported .zip file. Select the .zip

file and click theOpenbutton. The .zip file will appear next to tli&hoose Filbutton for reference. Next,

click thelmport button to import your RightFax Embedded settings. A popumaiv should appear

AdFdAy3 GKFEG O2yySO02N KI ®Ktdchszth® ®paup Windbw add chick” LJ2 NIi S R
the Finishbutton to return to the Settings page.
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5. MFPOperation

5.1 User Authentication

Upon initially opening the [/™8) RightFax Embedded
RightFa>Embedded Enter you credentials to login

application users will be
shown the authentication
screen. Simply enter a
valid username and -
password and press the

Next button (@) to
login.

Users camlsopress the
Walk
Walkup button to use the

Username [

®@®

walkup accountif
configured).

If a card reader is installed (i RightFax Embedded
the screen will also ShOW a W Enter your credentials then swipe your card to reqgister

card reader.

To Register a HID Card:
Enter the user credentials id,ebi,,

as normal then scan the
HID cardDO NOpress

the nextbutton (@ )as
this will bypas the

registration process.
=

Ifl  dza SNRa ON

change, simply follow the
same procedure to register the HID with the new credentials.

16 Copyright © 209 KYOCERA Document Solutions America, Inc. All rights reserved.




Upon successfully 79 RightFax Embedded
authenticating, users will ¥ Configure your fax

be shownthe Fax
Configuration screen.

Add New

Address Book

@
Cover Page: fcsce.pel
From : Jame Dean
Billing Code 1111, HUMAN RESOURCES @

5.1.1 Single Sigi®©n

TheRightFax Emhaeled applicationsupporss single sigron whenauthenticationis enabled on the ME
Onceauserisloggedin to the MFP they will need to sign in tahe RightFax Emloleled applicatiorthe
first time in order toequate theuser@ credentials withtheir RightFax credential¥he RightFax
Embedded appication willencrypt andstore this relationship so the next timbe user logso the MFP
andopensthe RightFax Embedded applicatiive logged in use® credentials will béooked up and the
stored RightFaxredentials will be @ssed to the application and used to log ireither setof the use®@
credentials change this process will need to be repeated.

5.2 Adding Recipients
Fax destinationscan @K 2 Sy FTNRY SAGKSNI 6KS dzaSNDa LK2ySo221
manually entered by using the Add New button.

5.2.1 Add New Recipient

t NBaa (GKS d&a! RR b Shméd 06lector *r'®
side of the screen. ‘
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A popup window will
appearallowing users to
enter the new recipient
information. Required
fields will be denoted
with a red astericq * ).
Once completing the
required information press
the Check button to add
the new recipient to the
list.

Recipients that are
manually enteredare
denoted in the list with an
orange hash icorf73).

5.2.2 Choose Recipient(s) from the Address Book

Press the Address Book button on the rigjlaind |ector ‘_.' @

side of the screen.

18
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